Please fax this cover page with your completed Service Agreement Forms

Business Verification Services, LLC.

1-305-470-9358

1-800-328-8104 (Including cover)

New Account Setup

Note
To properly process your new account, a representative may contact you prior to approval.

Certain types of businesses are not permitted access to Credit Reports. Should you fall into
such category, Credit Reports will be restricted based on FCRA regulations.

Account setup will include login and password enabling access to reports online. To ensure
we accurately notify the correct person, please complete the following information:

Name of Person to Notify Title

Email Address Phone

Fkkkkkkkkkkkkkkk CO N Fl D E NTl AL *kkkkkkkkkkkkkkkx

This facsimile contains privileged and confidential material intended for Business Verification Services, LLC . Inthe
event you've received this transmittal in error, promptly notify our office at (800) 328-8104 and destroy the following
documents once we are notified.

Thank you for your cooperation.
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BUSINESS
VERIFICATION SERVICES

This Service Agreement (“Agreement”’) is made and entered into this day of
, 20 , by and between
(“Subscriber”) and Business Verification Services, Inc. (“BVS”), a Florida Corporation.

Services Provided: Acting as agent for Subscriber, BVS shall provide background check reports (“Reports),
which may include such information as employment history, consumer credit reports, motor vehicle records,
education verifications, criminal and civil court records and other background information.

Compliance with Applicable Laws: Subscriber and BVS agree to comply with all applicable state and
federal laws pertaining to the collection, use and dissemination of Consumer Reports, including but not limited
to the Federal Consumer Reporting Act (FCRA).

Payment and Collections:  Subscriber agrees to pay BVS the applicable fees for service as set forth in the
BVS Reports pricing schedule. Subscriber further agrees that such fees shall be paid within 30 days of
receipt of requested information. Any unpaid balances may, at the discretion of BVS, incur a monthly interest
charge of 1.5% per month. Subscriber is responsible for any collection expenses incurred for nonpayment.

Obligations of Subscriber: ~ Subscriber agrees to the following regarding Reports:

a. Disclosure to Applicant, Employee, or Tenant . Subscriber shall provide each applicant, employee,
tenant or potential tenant with a clear, written disclosure that a Report will be obtained. The disclosure
shall contain no other information. Such other disclosures, as required by federal and state laws, shall be
provided.

b. Written Authorization from Applicant or Employee . As required by the FCRA and other applicable
state and local laws, Subscriber shall obtain written authorization from the applicant or employee to obtain
and use the Report. Proof of such authorization shall be provided to BVS prior to preparation of Report.

c. Use for Permissible Purposes Only . Subscriber shall use Reports for permissible uses only, as defined
in the FCRA and other applicable laws. BVS is not responsible for and shall be held harmless from, any
improper, impermissible or illegal use of requested Reports.

d. Confidentiality and Security of Information . Subscriber shall take reasonable steps to ensure that
Reports are kept confidential and for Subscriber’s internal, permissible use only. Any improper use of
Reports provided by BVS, including dissemination to third parties, whether intentional or accidental, may
subject Subscriber to criminal and civil responsibility under FCRA and other federal, state and local laws.

e. Protection of User ID and Password . Subscriber shall protect any user identification and password
used for Internet access to BVS services from unnecessary or improper publication. Subscriber shall
notify BVS as soon as possible as to any improper dissemination of the above.

Disclaimer of Warranty or Liability for Inaccuracy of Information Obtained: = BVS Reports are compiled
from information derived from outside databases and records. These databases and records are created and
maintained by government agencies, private companies and other contributors not under the control of BVS.
Outside contributors are solely responsible for the accuracy of this information and solely that of the outside
contributors. Subscriber agrees to hold BVS harmless for any inaccuracies obtained from inaccurate outside
databases or records.

Arbitration:  Any claim or alleged breach of this Agreement shall be settled by arbitration in Miami, Florida.
Any judgment reached in such arbitration shall be filed in the court having jurisdiction over the matter.

Page 2 of 7



10.

11.

Attorneys Fees and Cost:  Should any dispute arise out of this Agreement, or should enforcement action be
necessary under this Agreement or any subsequent judgments obtained as a result of this Agreement, the
prevailing party shall be entitled to all reasonable attorneys’ fees and costs.

Governing Law: This Agreement shall be governed by and construed in accordance with laws of Florida.

Waiver: Failure of either party to insist upon strict compliance with any part of this Agreement does not
constitute a waiver of any other part of this Agreement, nor shall it constitute a waiver of any subsequent
breach of the same term. Furthermore, any delay in seeking a remedy of any part of this Agreement shall not
constitute of waiver of such rights or remedies under this Agreement.

Successors:  This Agreement shall inure to the benefit of and bind the heirs, personal representatives,
successors, and assigns of the parties.

Terms of Agreement: This Agreement shall remain in force without a fixed termination date. However, either
party may terminate this Agreement for any reason or no reason upon thirty (30) days written notice. Finally,
BVS may terminate this Agreement immediately with just cause, including delinquency, violation of the terms
or requirements of this Agreement, or Subscriber’s violation of federal, state or local law.

The Subscriber has read and agrees to the terms and conditions of this Agreement and signs it with the intention

of being legally bound.

For purposes of the Fair Credit Reporting Act, plea  se indicate the intended use of information request ed:
() Tenant Screening () Security Clearance
() Employment Screening () Other

Subscriber's Company Name

Description of Company’s Business

Address

City State Zip

( ) ( )

Phone Number Fax Number Email Address

X

Signature Printed Name Title

9594 NW 41% Street, Suite 205, Doral, Florida 33178
Ph: (305) 468-1656 / Toll Free: (800) 328-8104 / Fax: (305) 470-9358
ww.bvs.us
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Appendix B

Access Security Requirements

VWe must work together to protect the privacy and information of consumers. The following
information security measures are designed to reduce unauthorized access to consumer information.
It is your responsibility fo implement these controls. If you do not understand these requirements or
need assistance, it is your responsibility to employ an outside service provider to assist you.
Capitalized terms used herein have the meaning given in the Glossary attached hereto. The credit
reporting agency reserves the right to make changes to Access Security Requirements without

notification.

The information provided herewith provides minimum baselines for information security.

In accessing the credit reporting agency's services, you agree to follow these security requirements:

1. Implement Strong Access Control Measures

1.1

1.2

13

14

15

-
[4}]

- 3
o~

113

Do not provide your credit reporting agency Subscriber Codes or passwords to anyone.
No one from the credit reporling agency will ever contact you and request your
Subscriber Code number or password.
Proprietary or third party system access software must have credit reporling agency
Subscriber Codes and password(s) hidden or embedded. Account numbers and
passwords should be known only by supervisory personnel.
You must requeslt your Subscriber Code password be changed immediately when:
= any system access software is replaced by another system access software or
is no longer used;
« the hardware on which the software resides is upgraded, changed or disposed
of
Protect credit reporting agency Subscriber Code(s) and password(s) so that only key
personnel know this sensitive information. Unauthorized persannel should not have
knowledge of your Subscriber Code(s) and password(s).
Create a separate, unique user |D for each user to enable individual authentication and
accountability for access to the credit reporting agency's infrastructure. Each user of
the system access software must also have a unique logon passward.
Ensure that user IDs are not shared and that no Peer-to-Peer file sharing is enabled on
those users' profiles.
Keep user passwards Confidential.
Develop strong passwords that are:
+ Not easily guessable (i.e. your name or company name, repeating numbers and
letters or consecutive numbers and letters)
+ Contain a minimum of seven (7) alpha/numeric characters for standard user
accounts
Implement password protected screensavers with a maximum fifteen (15) minute
timeout to prolect unattended workstations.
Active logins to credit information systems must be configured with a 30 minute
inactive session, timeout.
Restrict the number of key personnel who have access to credit information.
Ensure that personnel who are authorized access to credit information have a business
need to access such information and understand these requirements to access such
information are only for the permissible purposes listed in the Permissible Purpose
Information section of your membership application.
Ensure that you and your employees do not access your own credit reports or those
reports of any family member(s) ar friend(s) unless it is in connection with a credit
transaction or for another permissible purpose.
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Implement a process to terminate access rights immediately for users who access
credit reporting agency credit information when those users are terminated or when
they have a change in their job tasks and no longer require access to that credit
information.

After normal business hours, tum off and lock all devices or systems used to obtain
credit information.

Implement physical security controls to prevent unauthorized entry to your facility and
access to systems used to obtain credit information.

2. Maintain a Vulnerability Management Program

2.1
2.2

23

24

Keep operating system(s), Firewalls, Routers, servers, personal computers (laptop and
desktap) and all other systems current with appropriate system patches and updates.
Configure infrastructure such as Firewalls, Routers, personal computers, and similar
components to industry best security practices, including disabling unnecessary
services or features, removing or changing default passwords, IDs and sample
files/programs, and enabling the most secure configuration features to avoid
unnecessary risks.

Implement and follow cumrent best security practices for Computer Virus defection
scanning services and procedures:

+ Use, implement and maintain a current, commercially available Computer Virus
detection/scanning product on all computers, systems and networks.

+ |f you suspect an actual or potential virus, immediately cease accessing the
system and do not resume the inquiry process until the virus has been
eliminated.

+« Ona weekly basis at a minimum, keep anti-virus software up-to-date by
vigilantly checking or configuring auto updates and installing newr virus
definition files.

Implement and follow current best security practices for computer anti-Spyware
scanning services and procedures:
« Use, implement and maintain a current, commercially available computer anti-
Spyware scanning product on all computers, systems and netwiorks.
» |f you suspect actual or potential Spyware, inmediately cease accessing the
system and do not resume the inquiry process until the problem has been
resolved and eliminated.

+« Run a secondary anti-Spyware scan upon completion of the first scan to ensure

all Spyware has been removed from your computers.
« Keep anti-Spyware software up-to-date by vigilantly checking or configuring
auto updates and installing new anti-Spyware definition files weekly, at a

minimum. [If your company's computers have unfiltered or unblocked access to
the Internet (which prevents access to some known problematic sites), then it is

recommended that anti-Spyware scans be completed more frequently than
weekly.

3. Protect Data

31

3.2

Develop and follow procedures to ensure that data is protected throughout its entire
information lifecycle (from creation, transformation, use, storage and secure

destruction) regardless of the media used to store the data (i.e., tape, disk, paper, elc.)

All credit reporting agency data is classified as Confidential and must be secured fo
this requirement at a minimum.
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5. Build and Maintain a Secure Network

5.1 Prolect Internel connections with dedicated, induslry-recognized Firewalls that are
configured and managed using industry best security practices.

52  Internal private Internet Protocol (IP) addresses must not be publicly accessible or
natively routed to the Internet. Network address translation (NAT) technology should
be used.

53  Administrative access to Firewalls and servers must be performed through a secure
internal wired connection only.

54  Any stand alone computers thal directly access lhe Intemet must have a desktop
Firewall deployed that is installed and configured to block unnecessary/unused ports,
services, and network traffic.

55  Encrypt Wireless access points with a minimum of WEP 128 bit encryption, WPA
encryption where available.

56  Disable vendor default passwords, SSIDs and IP Addresses on Wireless access points
and restrict authentication on the configuration of the access point.

6. Reqularly Monitor and Test Networks

6.1 Perform regular tests on information systems (port scanning, virus scanning,
vulnerability scanning).

6.2 Use current best practices to protect your telecommunications systems and any
computer system or network device(s) you use to provide Services hereunder to
access credit reporting agency systems and networks. These controls should be
selected and implemented to reduce the risk of infiltration, hacking, access penetration
or expasure to an unautharized third party by:

= protecting against intrusions;
= securing the computer systems and network devices;
» and protecting against intrusions of operating systems or software.
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Business Verification Services: Client:

(Signature of Officer or Authorized Representative) (Signature of Officer or Authorized Representative)
(Print Name) (Print Name)
(Title) (Date) (Title) (Date)

9594 NW 41% Street, Suite 205, Doral, Florida 33178
Ph: (305) 468-1656 / Toll Free: (800) 328-8104 / Fax: (305) 470-9358
ww.bvs.us
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